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APPENDIX 1

1. Introduction

1.1 The Internal Audit Plan for 2018/19 has been prepared based on analysis of the Council Plan 2018 – 22, corporate and 
service plan risk registers and other factors affecting the County Council in the year ahead.

New Council 
Plan 2018 - 

2022

Vision:

A Council that works with 
residents, businesses, 
communities and other 

organisations to deliver the 
best services possible within 

the available resources

Outcomes:

 People in Cumbria are 
healthy and safe

 Places in Cumbria are well 
connected and thriving

 The economy in Cumbria is 
growing and benefits 
everyone
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2. Developing the Internal Audit Plan

2.1 The Council’s corporate and service plan risk registers have been used as the starting point for the development of the 
audit plan (see Appendix 1 for the full plan).  The documented risks were used as a basis for audit planning discussions 
with members of the Extended Leadership Team (Corporate and Assistant Directors and the Chief Executive), to identify 
the areas where independent assurance from Internal Audit was most appropriately focused in order to deliver the 
mandatory annual Internal Audit opinion.

2.2 We also supplemented these planning discussions with other sources of information to inform the audit plan as shown in 
the diagram below:
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issues and horizon
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2.3 Following the External Quality Assessment of Internal Audit (EQA) undertaken in October 2017, we have sought to align 
the audit plan more closely with risks documented within corporate and service-plan risk registers.  Appendix 2 shows how 
the internal audit plan addresses the risks in the Council’s corporate risk register.  The table shows that there is internal 
audit work planned against all but two of the corporate risks.  Risk 5 – failure to deliver the Directions Notice is expected to 
be revised or removed following publication of the Ofsted report due on 29 Jan.  Risk 13 – Industrial and Employee 
relations is considered by management to have adequate assurances via consultation with Trades Unions, Internal Audit 
supports this assessment and therefore the plan does not include audit work against this risk.  Internal audit may however 
provide assurance from the advice work budget should this be required during the year.

2.4 The plan also addresses the EQA recommendation to include some shorter key control audits.  These audits will focus in 
on the key risks and controls within a system or service as opposed to the full risk based audits which cover a broader 
range of management, regulatory, information, security and value objectives (as required by PSIAS).

2.5 Risks have also been identified thorough professional networks, review of other Local Authorities audit plans and 
attendance at training and development events.  These have been considered within our risk assessment process and 
included within the plan as appropriate, specific areas identified through our external research include; social media, direct 
payments fraud, deprivation of liberty legislation, GDPR implementation, apprenticeship levy and cyber security. 

3. The Internal Audit Service

3.1 Mission

3.1.1 The mission of internal audit is defined within the PSIAS as:

To enhance and protect organisational value by providing risk-based and objective assurance, advice and insight.

3.1.2 The plan has been prepared in line with the mission to ensure there is adequate audit coverage to deliver the mandatory 
annual assurance opinion as well as to fulfil the requirement to provide advice and insight to the organisation.

3.2 Resourcing
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3.2.1 The internal audit plan will be delivered by the in-house team of internal audit staff.  Internal Audit is a shared service 
between the County Council and the Office of the Police & Crime Commissioner / Cumbria Constabulary.  The number of 
audit days to be delivered for the County Council remains consistent with the previous two years and is considered 
adequate to provide an overall opinion on the Council’s arrangements for governance, risk management and internal 
control.  The current level of resource is appropriate to deliver the planned number of audit days.

3.2.2 The plan contains a provision for service development work to ensure that the service remains fit for purpose and to 
implement the recommendations from the External Quality Assessment (EQA).  

3.2.3 Capacity has been made available within the plan for project support and advice work.  This is in accordance with the 
mission statement and with the EQA report which identified an opportunity for internal audit to provide internal 
consultancy advice on controls as part of ongoing projects.  This time has been made available as a result of reducing 
budgets on some key control / compliance audits.

3.3 Conformance with the PSIAS

3.3.1 Under the PSIAS, internal audit is required to have an external quality assessment (EQA) every five years.  The first 
assessment must be completed by 31 March 2018.  The EQA of the Shared Internal Audit Service was undertaken in 
October 2017.  The review concluded that the service ‘generally conforms’ with the standards and the ‘audit methodology 
contains all the required elements of the standards’.

3.3.2 Arrangements are in place to address the recommendations arising from the assessment, and where appropriate, 
recommendations have been addressed in the preparation of this audit plan, eg closer linkages with risk registers, 
introduction of key control audits and the re-introduction of proactive project / advice work.

3.3.3 We have a rigorous Quality Assurance and Improvement Programme to ensure a high quality of service is maintained.
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Directorate Audit Rationale / link to risk register / PSIAS Days

Corporate / cross 
cutting

Organisational Culture Assurance to be provided over aspects of organisational 
culture and arrangements for ensuring compliance with the 
constitution in relation to decision making and member / 
officer roles and responsibilities.
PSIAS 2110 requires internal audit to make 
recommendations to improve governance in relation to:

 Making strategic and operational decisions

25

Corporate / Cross 
cutting

Complaints Assurance over complaints handling and the arrangements 
for ensuring the council learns from complaints.
PSIAS 2110 requires internal audit to make 
recommendations to improve governance in relation to:

 Ensuring effective organisational performance 
management and accountability

10

Corporate / Cross 
cutting

Follow up of action plan from 
2017/18 Lessons Learned review of 
Amey vs Cumbria County Council 
case.

Internal audit committed to following up the Lessons 
Learned action plan in the 2018/19 plan when the report 
and action plan was presented to Audit & Assurance 
Committee on 12 September 2017.

10

Cross cutting 
Compliance

Business Assurance Framework Periodic sample testing to provide assurance over Data 
Quality within the Business Assurance Framework.
EQA report identified opportunity for internal audit to give 
an opinion on whether 2nd lines of assurance can be relied 
upon.

20

Corporate 
Counter-fraud 

Social Care Internal audit is required under the Public Sector Internal 
Audit Standards (2120.A2) to evaluate the potential for the 30
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Directorate Audit Rationale / link to risk register / PSIAS Days
audits Employment fraud

Blue Badge fraud
occurrence of fraud and how the organisation manages 
fraud risk.
Specific fraud risks have been identified from the CIPFA 
Fraud & Corruption Tracker report 2017.  

Children & 
Families

Foster Care Foster Care recruitment is a mitigating action against Risk 
1 in the Corporate Risk register.  

15

Children & 
Families

Pathway to Care Edge of Care Services is an element of Pathway to Care 
and is a mitigating action against Risk 1 in the Corporate 
Risk register.

20

Children & 
Families

Cumbria Local Safeguarding 
Children Board (Data Quality)

Assurance to be provided over the arrangements for 
ensuring the quality of data provided by 3rd party 
organisations. 
Links to corporate Risk 7- Serious Failure in Children’s 
Safeguarding Procedures.

10

Children & 
Families

Monitoring of Standards in Schools Mitigating action against Risk 16, Standards in Secondary 
Schools, in the Corporate Risk Register. 
Internal audit will provide assurance over the 2nd line of 
assurance arrangements.

10

Children & 
Families

Children’s Safeguarding 
or Adoption Services

One of these two audits will be undertaken – to be 
confirmed during the year with input from CMT and Audit & 
Assurance Committee.
Safeguarding is a mitigating action against Risk 7 Serious 
failure in Children’s Safeguarding Procedures.
Adoption Services will be subject to national change during 

20
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Directorate Audit Rationale / link to risk register / PSIAS Days
2018/19.

Children & 
Families 
(Compliance audit)

Focus Families Internal audit is required by the Ministry of Housing, 
Communities and Local Government to undertake a 10% 
sample check on files to support the claim under this 
funding regime. 

10

Children & 
Families

School audits A sample of schools will be selected for audit visit. 60

Cumbria Fire & 
Rescue

Prevent Strategy To provide assurance over the arrangements in place to 
mitigate risk 17 on the Corporate risk register – The 
Radicalisation of Young People. 

10

Cumbria Fire & 
Rescue

Business Continuity Planning Mitigating action against Risk 7 in CFRS Service Plan risk 
register.

20

Economy & 
Highways

Section 106 contributions An audit of this area will provide assurance over the 
mitigating action against the highest risk on the Flood & 
Development Management Service Plan risk register.

15

Economy & 
Highways

External Funding Addresses risks 2 and 5 in the Economic Development and 
Infrastructure Planning Service Plan.  Risks include failure 
to secure funding and failure to spend it within time limits.

20

Economy & 
Highways

Planned Maintenance Identified through audit planning discussions to provide 
assurance over the arrangements for ensuring 
maintenance is appropriately planned and prioritised. 

20

Economy & 
Highways

Programme Management (Capital 
Programme)

Mitigating action against Risk 3 in the Capital Programme 
and Property Service Plan risk register.

20
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Directorate Audit Rationale / link to risk register / PSIAS Days

Economy & 
Highways

Highways Information Management 
System (HIMS)

Mitigating action against risks 3 & 4 in the Highways, 
Transport and Fleet Service Plan risk register.

20

Economy & 
Highways

Recording of Driver Hours Identified through audit planning discussions to provide 
assurance over the accuracy and completeness of records.

10

Health, Care & 
Community 
Services

Reablement Mitigating action against Risk 3 - Failure to meet the 
regulatory requirements of the CQC, in the corporate risk 
register.

20

Health, Care & 
Community 
Services

Homecare / Delayed Transfer Of 
Care Action Plans

Mitigating action against Risk 4 - Failure to meet needs 
and deliver continuity of care, in the corporate risk register.

20

Health, Care & 
Community 
Services

Better Care Fund – Section 75 
Agreement

Mitigating action against risk 9 Health & Social Care 
Integration, in the corporate risk register.

20

Health, Care & 
Community 
Services

Arrangements for service users with 
complex needs

This is an audit on the 2017/18 audit plan which has been 
re-risk assessed and is proposed to roll forward into 
2018/19 on the basis that it links to a risk on the corporate 
risk register – Risk 10, Transforming Care.

20

Health, Care & 
Community 
Services

Extra Care Housing Grant Allocation 
Process

Mitigating action against risk 14 on the Corporate Risk 
Register - Commissioning Strategy for Adult Social Care.

10

Health, Care & 
Community 

Safeguarding procedures Mitigating action against risk 15 Serious Failure in 
Protecting Adults with Care and Support Needs from the 

20
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Directorate Audit Rationale / link to risk register / PSIAS Days
Services experience of risk of abuse or neglect.  This was an item 

on the 2016/17 plan that rolled forward into the 2017/18 
plan but has not yet been started.  It is proposed that this 
becomes a new audit on the 2018/19 plan as it addresses 
a mitigating action on the corporate risk register. 
The internal audit review will provide assurance over the 
2nd line of defence arrangements.

Health, Care & 
Community 
Services

Deprivation of Liberty Safeguards Mitigating action against risk 15 Serious Failure in 
Protecting Adults with Care and Support Needs from the 
experience or risk of abuse or neglect.
Also identified through horizon scanning as a risk area 
included on other authorities’ audit plans.

20

Resources & 
Transformation 

Apprenticeship Programme Mitigating action against Risk 2 Reshaping the Council on 
the Corporate Risk Register.

15

Resources & 
Transformation 

General Data Protection Regulation 
(GDPR)

GDPR places additional requirements on the Council and 
significantly increases the potential fines for non-
compliance.  The regulation becomes enforceable from 25 
May 2018. 
GDPR implementation is a mitigating action for corporate 
risk 11 - Inadequate Information Governance.   

20

Resources & 
Transformation  
(Computer audit)

Cyber risk (monitoring of systems) Mitigating action for corporate risk 12, Cyber Threat.  The 
risk remains high for all organisations and the threats are 
continually evolving.  Whilst this area was audited in 
2017/18 and Reasonable assurance given, it is considered 
appropriate for this area to be subject to further audit work 

15
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Directorate Audit Rationale / link to risk register / PSIAS Days
while the risk remains high.
The audit will provide assurance over the 2nd line of 
defence arrangements.

Resources & 
Transformation 

Social Media Review identified through horizon scanning and discussion 
at Audit & Assurance Committee meeting on 5th January 
2018 regarding control of social media accounts.

10

Resources & 
Transformation 

Performance & Risk Management 
Frameworks

Identified as an area of concern in 2016./17 annual audit 
report.  Management actions included review of the 
frameworks during 2017/18.  Internal audit review to 
provide assurance over the arrangements for ensuring 
frameworks are appropriately communicated and adhered 
to.  

15

Compliance audit 
(Financial system)

Main accounting system Main financial system audited on a 3-yearly cycle.  Links to 
corporate risk 6 – non delivery of Medium Term Financial 
Plan savings.

10

Compliance audit 
(Financial system)

Pensions Main financial system audited on a 3-yearly cycle.  15

Compliance audit 
(Financial system)

Payroll Main financial system audited on a 3-yearly cycle.  10

Contract audit Contract to be selected from 
corporate list of significant contracts

Audit to provide assurance over the effectiveness of the 
arrangements for contract monitoring.

15

Project / advice 
work

Data Centre Migration project Proactive assurance on risk and controls during project 
implementation.  

10
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Directorate Audit Rationale / link to risk register / PSIAS Days

Project / advice 
work

E5 upgrade project Proactive assurance on risk and controls during project 
implementation.  

10

Project / advice 
work

Allocation for projects arising in-year To provide proactive assurance on aspects of control 
during the project implementation.

20

Follow up audits Highways supply chain
Fire accident reporting
S38 agreements
Care Act Implementation (2015/16)
Learning Disabilities Pooled Fund 
(2015/16)
Employee Expenses (2016/17)
Early Help 0-12
Bridge inspections
Health & Safety
Ethical Policies
Emergency Duty Team
+ all other Partial / Limited 
assurance audits that become due 
for follow up during 2018/19

To confirm to that agreed actions have been implemented 
and controls are working effectively to address identified 
risks.

100

2017/18 audits in 
progress at 31st 
March 2018

Children with complex needs
Waste contract

Provision to conclude 2017/18 audits that are expected to 
be work in progress at 31st March 2018.

120
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Directorate Audit Rationale / link to risk register / PSIAS Days
Highways operational delivery
Direct Payments / ISF
Personal Budgets
Digital Transition
Project Management
Controcc

Counter-fraud National Fraud Initiative Internal audit is the key contact and co-ordinator for the 
mandatory NFI exercise.  Work will include obtaining data 
files for upload for the NFI 2018 exercise as well as pre 
upload activity such as circulating data specifications, 
confirming key contacts, data quality checks on data to 
upload and publication of Fair Processing Notices 
informing data subjects of the use of their data for NFI 
matching.

40

Management 
overhead

Management, planning, supervision General team management, client management, 
performance management and reporting, audit planning, 
attendance at audit committees etc.

160

Management 
overhead

Internal audit service development Service development projects, including implementation of 
time recording system, implementation of External Quality 
Assessment (EQA) recommendations and other projects to 
strengthen and streamline audit processes.

40

Management 
overhead

Liaison with other 2nd line of defence 
colleagues.

To develop annual audit opinion on risk management 
arrangements as required by 2017 EQA report and input to 
the development of corporate assurance map.

15



Appendix 1 – Internal Audit Plan 2018/19

Directorate Audit Rationale / link to risk register / PSIAS Days

Corporate General provision for advice work 20

Corporate Grant claims 25

Total days 1190



Appendix 2 – How Internal Audit Plan addresses risks in Corporate Risk Register

The table below shows the corporate risks with a summary of the controls taken from the Corporate Risk Register presented to 
Audit & Assurance Committee on 5th Jan 2018.  The areas highlighted in yellow are included within the audit plan for 2018/19.

Risk 
number risk description Controls assurances / notes

Foster Carer recruitment campaign  

Targeted Youth Support
Youth Offending Service given Reasonable assurance in 
2017/18

Edge of Care Services (Pathway to 
Care)  

1
 
 
 

Inability to reduce the number of 
Children Looked After below our 
statistical neighbours
 
 
 Independent Reviewing Officer Service assurance from DfE and Peer review in 2017/18

Service Reviews / Voluntary 
Redundancies no corporate VR windows in 2017/18
Workforce Skills Framework  
Apprenticeship Programme  
Absence Management Audited in 2017/18 audit plan

2
 
 
 
 

Reshaping the Council
 
 
 
 Recruitment & Succession Planning assurance over recruitment of Social Workers in 2017/18

Rolling programme of internal audits covered in QA of Care Providers in 2017/18 audit plan
Reconfiguration of residential homes  

3
 
 

Failure to meet the regulatory 
requirements of the CQC
 
 Reablement not previously audited

Homecare and Delayed Transfer Of 
Care (DTOC) action plans

agreed through management consultation as appropriate area 
for an audit

4
 

Failure to meet needs and deliver 
continuity of care
 

Continue with quarterly meetings with all 
providers to monitor and support 
improvement activities  
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IRO service
Risk may be removed or amended following publication of 
OfStED report

DfE advisor liaison  5
 
 

Failure to deliver directions notice
 
 

Performance Management Quality 
Assurance Framework  

Budgetary control
Main accounting system is due for review as part of the 3 yearly 
cycle of main financial system reviews6

 
Non delivery of MTFP savings
 sensitivity analysis  

Social worker recruitment undertaken in 2017/18 audit plan
LSCB (3rd party information) short piece of work to give assurance over 3rd party information7

 
 

Serious failure in Children's 
Safeguarding Procedures
 
 

Children's Safeguarding (Quality & 
Consistency of Practice)

2nd line of defence audit, agreed as a priority by Assistant 
Director

Contract Management arrangements
Waste contract in 2017/18 audit plan, audit opinion is expected 
to be provided during 2018/198

 

Poor performance of the Waste 
Management Contract
 Board oversight  

Better Care Fund - Section 75 
Agreement  
Better Care Together  

9
 
 

Health & Social Care Integration
 
 Accountable Care System  

10 Transforming Care
arrangements for service users with 
complex needs

audit is in 2017/18 audit plan, is still considered appropriate for 
inclusion in 2018/19 plan if not started in 17/18
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PSN externally accredited
Pen testing externally commissioned
NHS IG Toolkit externally accredited
GDPR new area, not previously audited
Digital Mailroom project that could have audit input / consultancy
Data Breaches reported to CGG overseen by Corporate Governance Group
Consolidation of Data Policies overseen by Corporate Governance Group
Mandatory e-learning overseen by Corporate Governance Group
Information Sharing Gateway early stages of implementation, possible area for 2019/20 plan
Governance Training for managers overseen by Corporate Governance Group

11
 
 
 
 
 
 
 
 
 
 

Inadequate Information 
Governance
 
 
 
 
 
 
 
 
 
 Information security awareness week

one-off event, not considered a significant control for audit 
purposes

Information security team  
systems monitoring 2nd line of defence audit
lessons learned from cyber attacks  
ICT security patching  
PSN assessment  
Information security reporting to 
Corporate Governance Group  
Data Centre move to Cumbria House Project advice

Business continuity planning
ICT Business Continuity in 2017/18 audit plan, overall BCP in 
2018/19 plan

12
 
 
 
 
 
 
 
 

Cyber threat / cyber attack
 
 
 
 
 
 
 
 Children's patient data transfer  

HR1 & JCG meetings  
TU input to reshaping  
monitoring of introduction of Enterprise 
Act (in particular the cap on exit 
payments)  

13
 
 
 

Industrial & Employee relations
 
 
 TU Bill under consideration  
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14
Commissioning Strategy for Adult 
Social Care

Extra Care Housing Grant Allocation 
process

agreed through management consultation as appropriate area 
for an audit

Safeguarding procedures to be carried forward from 2017/18
15

 

Serious Failure in Protecting 
Adults with Care and Support 
Needs from the experience of risk 
of abuse or neglect
 Deprivation of Liberty Safeguards

agreed through management consultation as appropriate area 
for an audit

16 Standards in Secondary schools Monitoring of Standards in Schools
agreed through management consultation as appropriate area 
for an audit

Prevent Board
Prevent e-learning
Prevent Strategy

17
 
 
 

Radicalisation of Young People
 
 
 Prevent Delivery Plan

single audit of Prevent to be included
 
 
 


